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Digital evidences and its impact on the detection of crime
Research Summary

The traditional procedures for obtaining digital evidence are not without
difficulties, and this certainly works to impunity many criminals, so it is
necessary to rely on modern technology in the collection of electronic evidence at
the crime scene, the process of digitizing digital evidence is a complex
investigative work, especially in The increasing number of criminal electronic
methods, which require specialized investigators and technical experts to be
assisted by the judge, and to uncover some evidence or evidence or determine its
meaning using scientific and technical information that the investigator or judge
does not have, so the work of the expert Cybercrime at the crime scene is an
indispensable work, and this experience is becoming increasingly important and
necessary in the acquisition of digital evidence.

1 A A A A A A A A A A A A A EEEErr 2019 J,‘ a8 pds oudbuadf adat |z..¢'.h"| [«JEW YR [} K




oyl | AES b b T A o ALY o

A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A S ELEr.

iy TXV-T]

5355 5y Y1 AN s93all 2 Lgaa 0y cilaslell s Jlma 2SS alall andill S ual
Leiloas e Ll glese Dyl (o puoly lodl oalio e 2 Y1 Jeniad L gyssl]
olemiyl 2 Leaamdl Plasll oia IMaiwls T9ald Lusaill Lus e pans ssm9 of Y (3a9uma
ol c¥aae Gnlyd W8y cwbamiadl o) WL Glblesa¥l (reastice @Sl e ol
s Lualya] alsls Hsels JI @l b)gims (ogpadl dag Lo (apd V1 Gaudall PO @yl
tlgiag oYl alumial Lelaill degydl cwtd (igyieat¥lalya ¥l ol ilaglall alya ¥l Cbyas
O dally alydl 2 ¢ 05l pud readlly (el idly @B ALl 20 e MLy cldg gyusat ¥l Juall
Gl Dgall edlmwll (AMI]y (idgynEntVl 53 Y1 | (Lbguent¥l 5)leull dalatl @3l
SV VSN SEUPIRUIIN|PRE N1 PRSVES I IESIUVIR PEN T [IFS (D [ PRSYPPNNCVP RIS oM N |
gyt asaull alusial JIge¥l Jud g « gyestyl

ol 5yeaYlola Lo Lolestyl Jgew Lead dan ol o Basiaadl iwal ya W1 palglall 52 5 yglas g
Ol dliass (ol i 2 @B ol ¥l (e piss 2 o dhshe LBy Byitin Y Laduasiy «Lgidalsy
eyl Glest)l e Al ad] Tl Lo LILE LgadaT Ca51g Ay yandl BT 5

ol AL Lo |yl Giladl Colinen! oo ey yad| Glesiyl cadlal 2 5shall s <13
0o Caisall Buas L) Lo glsisad alasiuly cllg el (udd padeion O Oléses 359l e
A giEalVl Lep sl 7 pas (e LgilaT e 5 L y]l

2 Uasl o ys Juliiy SSlandly daayandl o dlall slog¥ Zaal Jlay compnl Lualall 5310
sagas uelsd GlumtinY gsilally aaall Jlay gole La ey ccbindll alssaiy SSliadl oLy
Lol @l ¥l 153 Loy ol sall Jadaly ausd M (e Loasd| Lo sl gicail] qsax
(Ll SLad olsdy

bl ezl e slaie ¥l meols dualadl LaY1 e i y=8 £ 95 Helaull s Lga 13y
0 Boaieal | LYl comnls ags day Lagy 31350 5 yelaill Lead 1 Lox oloieally cdalall 3592 Y1g
Taalall Jilosll (e Loyt g 291 coliaalondly L1550 daumdly de jeadl (uli® 33Ty jaguaill 53]
Ledle slaie ¥ ilens] cllassy (asoladl alal agdl dgude degiull

20"9 J’i wuﬁ‘ gﬂm' adad! m‘u‘aub“m I P L s A A s A gty 2




oyt A (B L T g dupad p| WIS 2D

ciad ) A8V e Jobladly Zalaall Cilgand) Bales 2 Emdl Luaal anl Sl Loz sleny Yy
@Syadl ST Sle Loyl alal 8 el Lasyad| O Gam @l yadl o3 d peaal ol LETO |13
@l Gl il aliiadl pan 2 cxdl aile Gle Giliall 4aall 23T L oo dpugda]
oo AoV pan JI Vo g Logyment¥ Loyl 7 pens Llaay Zaleall @l a1 Lgiag «ddigyiealyl
Ssiadl Gle ol Gibagll gsiadl Gle slyu 2120l aLaa¥l Gl o @iy <yl e
ole coare s o chuea¥l DlE 2 Ll Lyl oda 2 omdl (o Jams | ¥l ayl3Y
(ra Al g dga (o e (183 Loyl a2 05Ty dued )l ASYI jupel pounge 2 ]
S e
Gt A

Somdly gling oyl 2 DLy Luasl dogymll Chiign 2 LaySTy duad,l sV Juymd g g5l
il (LIl @l 3yl 55l Bl 4lalidyl IO (e Zaa¥l o3a glily (Aulyully
e, St @il Gl AERILAN mslsll e pdad S b pa SLETYYy selally il
Sty dasly il 53L5g Lilestadl yune ] Jpally beatokl JEEY [y SLindl ool
3 ol ¢ 3 (e Baggne oEm @ Silugs @Syl lEaDs] Jauw Lo ¢ igygatyl JLasyl
Rkl L slill aliial D e oAl 2 @il e Zasll oda ealsl iale
Gl edEm il ois @Il Gl LAYl ol Dpliall slye Basd! cla il gy o6yslaill
L (e Y I Ll alie (38 2 5yslatll Lin sl il alaiiod i [y ge Cipels
LiLoslally 2uigy Bty @il pomdl B pa laslall 138 Atk Lgadly ael¥l crosiaad] e 3gdl
Bl 5 plazinlyy dalizs Gyboy Haums clidy L jax ¥ callaly Plagy csmd)d comunl
alall slsilly Blasdl Jiloog liiee Gulsdl cilaglall 28y Sigmmesall alaziolss 5 )5k
rayadlyalya ¥l dabial
Ay Y1 B LS (e ¢ Bhameall 1308 3 Bspondl 7y w2 eIl 1Yl 3spod senl 3L
@M eyl e taill i Lead aalgn Gl sslell e plaill (asy ¢ o Ll hgynestyl
Oluall iLe el yLe as T oF Wl ¢ o yf

3 A A A A A A A A A A A A A EEEErr 2019 J,‘ a8 pds oudbuadf adat |2.Qa"| [«JEW YR [} K




oyl | AES b b T A o ALY o

A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A S ELEr.

Cond ) ASEe

*

Gandl dxlsy 0B Lay Esieat¥l Loyl gyene Loy suay 1 Aol dagelall JI ylaslly
e Uil Jal (o G525V Lulall clnl Jores 2 30kes @ilshi gy cilisas e 3Ll
5y La el (e Ay (s Enl¥l Blusll Lgessie (553 ola ass (Il (1S
LaB 11 Lo itll alanioad (0550 2 Conll AlSndie i ey gl ach Gall daaadl
L@l e g ymilly ol illaliy alal Ligas Lasd (€85 dagyadl 7 pene 2

Congd gl

zeidly i sl maill Sle Comdl adiels 1 Lalaia Lag paidd of Gl 008 2 Lio >
e Lanlaly Leslsn pen e Ll oile s gl gz &35 ooy 1 gy @1« Ll
Goo ilidg el 13n 2 Tyl apall (bl g Jy oz g ball (Sl e 5 pustie
ol @3 31 iyl Gl 1 il g ol sl by ida gyl culaglally 3SLastl Jdlad IO
Alall el aleas Vi aelsall eal podaiwy il Loy wlic JI Lasyy Leliseaay Lails pae
ol
Gangdf Olyglone

el 5,La¥l &S Gl lylae Yl ola Jo g 2 Al Lo pbo @3 all ldlen syl iadlal
O s sl s oyl atlaic Lol 100 ciay yondl 7 pmcwn 20 2,0 LI0Y1 55 593 (o gaaing
i 2 Adall 5yl Hes e Bpan SVl Em I 2 (ol pime JI Em) 1o @i I
) g5 5 yiy dais dlee gllad LI Gl 2oy cilan ol 7 e (e dgyussl ¥ AV
Ayl 7 penn 2o a3 )]

223,00 ALY s ddss e cgeall LAl Gl 10 2 cpuals Lty aEs dule 2l
U el Lo gt ol 33T 2y (@Sl Gl (mged Cadiss 2 dealuall Lis dglee
Gl sy 1385 O Sty ilmecs alll o Ly < Eomdl Al 2 Lol whoas cluao 53l
gl s ala| 2

20"9 J’i wuﬁ‘ gﬂm' adad! m‘u‘aub“m I P L s A A s A gty 4




oyt A (B L T g dupad p| WIS 2D
Joi Gt
A | A3 3500 b Al B it 59
sadall Laamll Jlee ¥l ey dasydl 7 pews o Bead 0 LY (oM atil ddae i cla Y
Oauniia (nbima ) glisd lly cied ) Lgnest ¥ Ll ¥ Cadlu¥ byl b 2 Lsls
iy G 5Ll o atielid (ag€t 2 dhne bl Gaall 5T (ol 0 Ol (s slpiing
S Bug Gl @l Bilay (e dlawy g ald Halen Y Lwle Lo o Dyae JI Lajypuds
Lpalall Glaglally Blaiw¥h Llglae sousd of Ua¥1 of SV (e adisny it cadiss
Loosdl s 2 el Jae ol ey (D Ll 5 ganll gl alsm ¥ Gy daaly
Ll g Ty s ascd 5l el 81359 e Lol s ¥ Lpsslaal Sloe yiiay gyisalyl
Bl Joli Chgung agdailly B 2 Lle dud Silusy Gl G (Lignenl¥l AV aby 2
oYl sl Jee iyl dilee s 5 (I Cllall) L gyient¥I WY1 5u,m3 2 Lginealy
(GBI Cdlall) dag ol 7 yewa 2
Jo ety
A9 AT deg 51 T pie B Al 3 it | e}
@l oia Lhe old a3l o 5,men ¥ el sl Gl A fusdl @Sl 5l bl 2
(LB Lyl (e syl ol Sl i et L aalal Ty mie 55 31 Lgud (553
Ll Lilmal oy «slindll il Suyion Al (o3 € 0 (S Lo ol oy sl Ll
S9—gall i lladl L3l BB 2 unyl s B aSame a1l Il oL 23V 5ag (gl Al 2

ilemal e oy all e Y el o cdlawl e (Yahoo) goal o o s 1, ==ty

9648 5, alall daels  3sindl Ll 3ly5ens Al ¢Ralindl Jledl 2 5501 (olete e loe JLai /5 (1)
.68 -
Loy 19 5o (1968 (43 sodl aladl ¥l Alore Gy (Slindl @l3Y) Jlre 2 501 (@&le dasls Jole /s
Lases
s Sgama /3 Lolindl el 2 Lean] ol dadly GLid 2 [ e i o i3 5T < lf o 55l
oo 1998 (el Glisally 5yalall dasly dadas (I Laodall ALl @leha ¥ G5 £yd Gas
2 Rlasdl lariedl 2 o3l @ld] 2 2l 5adl 5es (Ll s @l o5L2 /580 sl 474
aaas Lag 25 (o 2003 Ly yadl Glec Lasla (35805 Dy Ljlae cAulys (5a,Y iLall

5 A A A A A A A A A A A A A EEEErr 2019 J,‘ a8 pds oudbuadf adat |2.Qa"| [«JEW YR [} K




oyl | AES b b T A o ALY o
DR PSS S [ SUPUN SR O YT PN NV YRRt S PP
Ols s (sauaie palads plssl ole JLa¥l aildm iy alowladl oY 1y Ldguestyl
O Lass (e gity L5033 Lyidy dsale il smuain ] eidi Lgs Alaill el _izilly oy Lall
el i el e ol Lol Iy ¢ Sling sy Lllomae 2 il bl
! a3 )l JLad¥ Bliugs lemiily cibealad] ¢ 51 50 2 Laeail] & yall

il o ¢l Ly preatcny a1 igtall 5t Lo : sy st a1 oy
igele io0p0 of (L yae JI L a8 zliimg Gl Bilcall g0 dSuude oy <232 dael
RIRUSY-IFvri PV EN
Syl 153 Adaadl Sl ysale 51 SLind! Gl ALl ivan] EoaLil 65
) iy S o e T3 Jll 138 2 (ymaieilly oy 15515 Fgyeall
oI A ial) Ll 2 Gl g iy Sy Syt TSl sl Agadl 4 6y s
o 13 W gy st AT T 3 (55 Ty L a0 s L e ¥ o
Loe dason ol e Al ol L giuiod (033 Lgid oy i iill Al wuall Ll
Mo Lin ipng . tymall (i 1 £ amme sLind dide ,50cal Tardl 13y c4Liasi Lin gicue
£ il1) Sty o N1 e ol | il Al eyl e by el e oy
(AL g a11) Loyl e 2 abec aslaaly (53!

13 Oy (Dlae Lualys LhgnEatYl cilaslell 105 yue drasdl Gle 2Bl @l cle @l dama /s A
D1 oo Aadall (e alazial e AL Shadl s o deme yee /5107 o 2014 50
1041 - 2004 5, alstf cig,all Loagdl

il colelie @ pllane JLel /515 o c@abadl syl (Sliadl @iV Jlme 2 5p) @ile dadls Jale /o (3)
65 (o (Goledl gy U1 LSl JSLdl 2

ol dazme e > clliss Sy .26 (o (Goludl gl (ASLa! JSladl 255l colalie e ylase JLel /0 @)
Sl Bty 5ls (2014 o3 dadall (Sl @ld¥l daytad ¢ oVl aladl LaGadl lealadl Jpol ¢
Laae Lay 136 (o (gysully

Js> Jo¥1 i3l JIande S Liguent ¥ @Sl Jlme 2 AoV pon g Gadmill csaide Mall gl desma /0 )
62 <2004 ¢ s LignastYl eslibeald Lia¥ly LogiEI GOl gl

20"9 J’i wuﬁ‘ u“m' adad! m‘u‘aub“m I P L s A A s A gty 6




oyt A (B L T g dupad p| WIS 2D
Jo¥ig
ATyl Ja @A (i) Dudtg AOpIAL oty
U_LQ uil_‘bj @EJ‘):H_;J\ Ql_pf\jj “)‘.Q.J‘ )\_“Co’-\j [ T i Y-t LHM;- O—a dﬁmj
s gmmi]

Sl 2 8l wlesslall Jgnl 09l 2 5y ¥l g il 3y das aal eyl jlsl —
Al el aV e day g i manllg el il aloall aladl el Lo oLy 87.86.83
iy ) (35) sl (e Y1 5, aall almn Ly (2 aiall HLalsY fy50 s Laly
e 22018 L3 (35) @3 )Y i pallaill @ssloanll al el sy Sl Al dai (il 32 ya s
Oluidogyadloliaaaly «hus oslaie m il pas &Il 2 3555 o comg il dog il
9T ol Lladll dalelly 9T Loigay Ly Luale Lt eyl 55l 655 duplal Mo 5o
5 ) ALl 15 s (g Jm ) 5y 31 s Lot i) ylaall LS5 ai ol
calg e S I 2 s (e el s LSl sae 0 5LEl o gadll Suss
amll Sl @ e 53 o qomg Gidly iasmaml| ol iy puamll Aal wll el 13 55 a9
®)

ol o] Jjaaiuj.'\_."’nu_nll/41 EJH‘M@J\PQ‘W%ﬁ Lh.k_i.z.ﬁ i3
i @ 130 Ol G gl sl gl Ty agis s L Jaall gl y—lue i3

OMdaya e oy Lan cd O060laN d e ®d oy a5y =0y 0,8 LB conan Il Ca Ly o S

e lpn Ty ppod] Lualo juad cier 31 le paB STy 5,1 Ll lesoladl Sl 5503 oo 39 5L ©)
adially il byl o ST g sy cmiaion o lal] el Aed pilialls pidl] Saer dpna

do e “pals ly (22018 2t (35) @3y 3,1 Aallaill @bl alai 5yl allas (y5its e (3) a3t ()
M aleally Lealally Luigl) eayins eeiglic g syt slenly Bl ealiled! 2lEs b (908 U1 5yl 0350

106 (o (1986 (cpy dpnaladl Hladl ( Slindl s lall alal s jlall Bileall ¢ o> 5gall Halall wue Sle /s (8)

L U5 2 onedl Lol e Gl ned! 109 caiady gl 45,8l wie g ol A Gaw 03 5 plss 1D )
Llad ilzme (837159 @3 o3 junad 1 Hail (eSololl alal Lad jumnomy Lund JE2 29« Lud aiys <l calesy

(iyism) aaladl HEmall Gl ¢ eyEatYly gaudmll GV (sais e e /5479 (o (104
246 .~ .2006

7 A A A A A A A A A A A A A EEEErr 2019 J,‘ a8 pds oudbuadf adat |2.Qa"| [«JEW YR [} K




oyl | AES b b T A o ALY o
.(10)}_&@\@‘:&? Bﬁdjy@é.ﬂ\ By
(11)LG-“"L§T)L)-‘° e Tu—‘-ﬂjs JEL H@yuﬂ\ Qe Je> ¢ 2l 4zl uT 5)@?‘)@}
Vg cslaall o gy tall ol @iy jua 50 Al g 3y ame 3yl yiel s oW (6T, -
oLl Lo g3lat of ml Elad) (e pliad e agity Oleles Jlull fics
ESVEX V- PP P
ERSCTE: ) N FYPR SIS EAy W JUV N | - WP EAICH M| UPEIPPS SURE | RS ETOU |1 PO |
g Jom 255 dlee L8] Al iy g8 ¢p 13l Jma iaBly L SY LS Lol Lasanll
2 a2 ol 8] Al g by S 053 (LS 3y dilie ju & (30 0By 4 Sl
i gyiEaly! wdsl
Ld Ll (st  Lgdl iy 9, al) 20ln 2 W1 5,03y 3s 0 ¥ spmly st -
JEIIA Ub!u—“"'\g\—"“dj k_g}c.,\_n%ak_ﬁ! J__'JA%\.EJU_CL?_;ALBJ‘)#__» PR de>9
J&IJLGAT‘:;TMMW@J.J?_QJ&;‘P!M‘ UT‘_g).:_qg_uu).aJ! 4_5.;;_1\,9?\_&?
O ooy i a1 oy sl 2 G il datin) caning Lgigal ¢ Lgild a2 laua

oo 1984 (5 alall (i yall Zingill5ls ¢ 2 ¢ sV adall ¢ iilindl el pa Yl egolin ¢ liney dnaadl yac /5(T0)
(Apadl alEV Dpptat (o1 alall (LSl Slesmladl Jso! e sl dama ojes > cliies Hlailg 332
oo Leg T47 (o cgygally yall Jilg ls <2014 gVl ailall

fadall cplee ¢ apall Sl 3500 ¢ Sladl LAY 2 Daga pulasgy b Il Jadl ¢ desd] Al 5y /n
99 - 2014 . 3

(11)

20"9 J’i wuﬁ‘ u“m' adad! m‘u‘aub“m I P L s A A s A gty 8




oyt A (B L T g dupad p| WIS 2D
S0 L aeni ity ¢ Al a1 5o 112 JLondl 5 Less ¢ Lgic 4l cue 5y inll songs
(2 ittl ) ey ol e Blamll i <l 61

ol e B2 oy Y 4 gy )

d— e il o wladlag le 2 4 nastie o ales slal sl s L yxte 0320 0
bl ALy Lpusd! Lo sl gisaill Jilgg el gl Jlastial 35l g ool asmy
a5 of (Bill - Gates) Jie Ji sl @ a3 e yie ygal OF 3 ccnlaglall s ps
O i alai¥lgs, Sy 012 0 ma Lo 3laiy sl culdy gl il U1 gl oy ol

(Sl latll Al y 3ol Y e slae]

4_aall g ui 3)\_&:2” )..\;..3 )l_la:g‘ laa :5?}

231511 ge i 45 e SA 0 45T Y (bl (6T bl (e 0] e 43T )
I 10 5y o e oty Dy 35 0 B dles Ealgd 2y 31 Ol S (Gl
Aid Ll a3 il i &l oy Sy ¥ LI ey sl Tl Al oy oo Lind Shal e
conll 2 oul il Aale @ thes oo dsling «alas Sgibs Jema ) o miiaia w g o
el a3l yaT @ tawe Ly Las e iy ol gl i Ly agid y sl
-t:G‘)-” 08 Cou>

(9l e Sl e Al el ,\_u}mﬁw_uyt@_“@,\_q ‘@\_uc,_gqg
geu&i‘a‘)_'ﬁﬁq_ﬁju_‘.:d_nﬁbig_néﬂ‘ Jdol o =d oy 0 e LWl iayg po 1 o Le 1008

fadas (2 g SN L0l Al (SLadl) @iailly L6l 3 ylacll 0515 758 Gupall e s /()
330 - (1998 oLl Il Gogasdl Zledll

J023 o cGoleadl pa U ¢ Gulisy oy damma yac /;(13)

U B3 W) L s ll ade pEmy sl Gilay /3 Il i 50,3 Ll Lass Jsa Jualitl ga s3l()
Lanas Lag 52 (15 2006 (5 ,alall o pall Loagdl Gy oyl Jleel Lldsd Ll ksl

otz /Lyﬁiufu/gcw sty o "o 3y el lesslall sl o5ils e 2/41 550 o=ii(*°)
L 1l o Y1 slapica ypds o alefl etall jomy sl e sll 2 daitdi e Calag f3] Dliss 0y0045
D Lt il s oty Oy lptnms 5T el ]

9 A A A A A A A A A A A A A EEEErr 2019 J,‘ a8 pds oudbuadf adat |2.Qa"| [«JEW YR [} K




oyl | AES b b T A o ALY o
H\jﬁ&ﬁmg.u_m 992 y!)}i_"e Yub cu_m\.a‘ J_néu_n At sasdl L\.M)_” sudl JM;-
(18 ) s 1l o
aiLopd ygn D _nlan jum alayl Bl 3l pld ala o pmill s aiaigg
adg el iy Lo Laslas ol 3? byl é\_"u aabipials coslai il j]c\_o NS/ disaa >
8 e sy sa b el o cliies

) Bl A o35 Al il Ly B 0T 5y 5l (e oL g L 3,L8Y1 s
Al 5Ll 5T i) A alall 5L aandl ) s ¥ I3 T W1 e ] 3y g3l 3
1 sl 5Ly Y1 N Tl Lal) 51 Sl 038 (2 5 S5y S s i
(9 s Bl Gk e V1 3t Y e 1y ¢ Lecan
a4y e GLIS 2 iy 505 ¢ g par Il gy g pE L s
i gy e pm il 2 4 Lean > g Bl T @i Ul Sl 3T e sl aie ¥l oy
DSl (e e 2 Y (Eal3ally sl par 12 3y it 408 5yl 3l
Las gseatl 2 Jramdll e sty 15 4 o Lass colmsll aliaf diyg pusnll 1o (g
ey Of s cdian s imlas yu 2l Gy S0 (LS sy el agwasll Fle wull ] geu
3 gl ade Loy of (sl allee¥ Sy 5 cagasdl a6 Jeans a0

Lo el HLall lessladl Jyol 5it5 e 2/81 5501 ()

572 o (2 iYLl e genll (82/28 @3y el ()

O 51« Laall Zantall 51 2 Lmsly Ladh (65 Lactic Tl Loy ol all el < iasmll Ly sain(?)
51 omall n L g @ LT 5T LalaT ¢y Cnadl il daliilly Al g (e cams @l s
57 L3l (5201 el 1 ol 5| tdaiy <5yl oy 2 Loyl 3l Lol Lesmmk collatis
oo 1992 (,55ml1 (il Gadae <E0all 3150 2 RELASI Byl «alahs ilale $¥se £ ylail AT pus J]
15

(82/28 3, cl3n e 51003 o (1987 i s, ¥ cpelall Bla ilme 85/212 @3 clya Susi()
OPLEIN 2 5531 Lalalls LAY cnlnyiall sgama sl /32508005572 (o 2z (iin) ¥ Liliad! de guusl
9305 <2008 (lec ¢pysally yaall BLEN Iy (D)laa dulys (el

20"9 J’i wuﬁ‘ gﬂm' adad! m‘y‘aub“m I P L s A A s A gty -Io




oyt A (B L T g dupad p| WIS 2D
%u\):-u\ L@mMiﬁ.&}uL&uT&.&;ﬁjT 45_1_\‘)_” 3.4-)_&.” s._J\.d BJ_ZLLAJ;_;LjTSJ_&Lm
(20) 1) 2 gem gl gl S1af

st aladl el «eaylainl e oL el yur 1 3y ctls pgaill aai e -k Yy
A 5Ll e cllall 1o o1 5ldiels oy cllo 2SIty iy (6201 5a Fasml ] L3
21) . . .

uy 42\_“1./:‘)1! SjiﬂgaiJihuJ‘)_‘»)ﬁﬁu}éfuiéjjj_mﬂU_AMTMLJ“_;)_'J
UL&\»M%M\@MY@L‘J}_‘JMuﬁw\%_ﬁujaﬁ\mu_me
eIl ] pa b Loy el oF ¥ Ll Jamgs atl 4 lid 2 Ludlaie ¢y Sg daad g
%L)"‘“J—Jﬁ c@wamua\_.;a:o\ yu_»_.ﬂ&}.;a}n}_béi_zdlua_\} \_nui:\__xal._&j 40)_1).33'%
(22 g oi alie 45T 65

L gyl
( AL ) g ARSI Ju Jac S Al) At gl

el G e a3 Bl S 2 gl Eaay eaWl (e dpimill g i iall S5l iugdl y il

L oy a1 S5l s ¢iimll 5yl Loy 3y a8 Lanls aclsall oia o Y1 « i
{®) L Le Lt 5y Jlme 2

(85/212 @3, 13> uaes Hlaily 338 o Biladl oyl (ilindl Slelpa ¥l sgsbis (olinay wnadl yoe /5(70)
1003 - (1987 i sl Llas dze

286 - (258 5, 29« adi letame lma e sane <1987/1/28 ani(h)

gyl nals il ey ALl LY E gy ien Iyl ol dm < alasas 5,05 o 2itle /()
91 - .2009

Bgasd! oYY indae (Dylae ialy ciileslell @ihal LShaYl Clsadl @i s alia /()
143 142 - 1998 Ly

1 A A A A A A A A A A A A A EEEErr 2019 J,‘ a8 pds oudbuadf adat |2.Qa"| [«JEW YR [} K




oyl | AES b b T A o ALY o

e yall ¥ (‘-"’Tﬁ cJuaand) ﬁ&;tﬁjqﬁyﬁawjyjﬂw‘%ﬁéﬂwj_ 1
el allaig oyl Lalesg ay sl 552 Y1 J] 2L VL ¢ Lgadsian )

M&Jﬁjih&ﬁ‘_;_\_@ﬁf_fajﬂ G (e A5 &) gl gl s Lands Ca 9= 2
RPNVEY ZJ&AB Edl il go 33,59 JLat¥! Pilwg daadsy 43\1‘.‘?‘ IxJlall

Lgsle gpsad Sl Eigdly LY A0Y Jaimdl pus oll a3

e a5 c3egpia idoT ) Lebigads i ybl e ol Y it Jii e yimandi= 4
LY ol ] Loyl el syl ol &\_«SLH ‘g‘)_'sﬁi)zm.x_"‘ \—GJ@A:'UT):‘—’-' Lgialen
bl Lgeiles Lle Jomiwa ¢ Lo Gillas

o Ll ol Layeeas o Lta¥1 LS (g0 laslall aldaill J5 ¢ i s meng3= 5
Zg_uj)_'l&d:g\ Eﬂ}yb

(C8) | gaslny jaimbi s il LLasll gl 2 eI,

T Al (s s LS a5 laaidl sl s L e al Gy eall cilaglall da dig

Loy ol Jgamdl cal !

Sl @Sy Lmblenas,lsf o 2 ¢

ALt e 55y S A aBl gl L] ol 0 s <ol Gyl (e il mmallyg
O da Lgnbad oo Laslas Laill (e Lelim el I3y «agill cilan 5y 3ol iall aai
Lede indl oLy Lgto Ialaie] «aay Lagd Lglanss iy cly asie Lgns a2y aiual s

Y G @i il 00a 21 a0 Jututlg (ool Sttt oy das 3l (s gl
loles 52 i ad)ll 101 i S5 Eanyandl 7y sus (s Lgaex @ Gitlg oy all iUl

Doy <Lyt lEmstl] Al e AL @1 yall 451 pa ¥l il « sl tams dans el /5 (%)
SSUA 2012 Awﬁg_\.ﬂhﬂb LZ‘)}J&J

20"9 J’i wuﬁ‘ gﬂm' adad! m‘u‘aub“m I P L s A A s A gty 12




oyt A (B L T g dupad p| WIS 2D
O Lw: — ) = I JIJ;..‘ﬁ Sjjdﬂj.\_” ,J.c 34:_4.4.'. oy Las \_n.g.a.u'm Ja.u_” (“:‘4..(“——'0—"3 ‘g;ul
elinally Gl olgs oot Weuda AL

pemrom 3 sl gy o a0 a2yl ) sl efy Sl (raga Al pa

GO Ll 4 339 ol ially gy milly sl i alatll ey > ¥y el s Ll

ABLasll gl I ela o5 Laskaie¥ «Lapud s i aall 57 555 all dadl, lg im iy
il

LR ealatf
PIFSIE ! Jas Ay pdo

Le s ALl ¥ s podl 7y cin 2 208 (e Eoll Jlma 2 il e il
ol a2 5l ¢ Li iy Ligioml) Jyim 1 T (s s pLil] iy
033,30 Lagmmall Ty cdlee algaslsY dinasi 2 L gelais Lo wisol ol ipalall
oA o Sl oy a3 W]g Bt JEn g L s Lg by o Sy o Ll ¥l kg

PNy st el Jand lisliad ciling
3a Len (L3S dapn JEm 5 3 315l ey yamoms a1 g8 casl w1
o ls 5o g gl @Sl 9T ¢ DA el 9T ciailly uugill - Blge 2 LA
e Lapud s JLALYI 5 Le39 53,05 5slendl iy ol Syl e (i yomil] Al tll sy
Umo s Lol a e i Lyl B30 oS (o 35,3ll o ah) (|l A uleny ol il o 5
© ey Loy polic uqusdy Al ENUS P PE TR @Il laylws JI Lgeaiy
iz 2 TP ey Sy iy A3y ) Aalelll 2 Lamsill 03 ¢y ey SL g pal o gl
el L a8 md il il T e g a Bl olia die juo (g3l ogwlantl jlga )
i al el o Il (AP address oo )01 Gy wldl ()l gie 8500 Lgile
s Sy cdgm ) 2 ln el (ool olsiall JI o sl @5« dmeail] Ly 3935 (il

faala yies eyl Sl 550 Loy oo 23)5 BB pue Sl LBV «uisn o 5 sl yee /5 (7))
42uac2006w)l.a8_ Swzﬂd‘%cw@ﬁ_ﬂdjﬂ‘

18 |rrowwrowrarsrrnrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrren 2019 J,‘ a8 pds oudbuadf adat |2.Qa"| [«JEW YR [} K




oyl | AES b b T A o ALY o

A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A S ELEr.

(26) 1 y T L 5,4l oles 3] Loli g asatle 4o La| dan Jaladls

Loy Lo saign JEn 8 Y Gl 3150 fe sl (amiy ramomy Ll 13U cogl a1
L3 el ] g gi e g S Sy il ol al 1 355 Lsily caSl am 3
A Bl 2 JLal g e 5y dilin yud 5f 5 ilun S ploy Tanpondl g0 GY35W1 oSl
039 el 1) A aal ol 35 Ly el bl ey e oy sl L e il el
e e 3] e 1L 355 L L 5350511 eslaaal] o 13 45T iy Lo < olassYl
e T eyl dely L Lad b gi il bl J1 2la Yl 1y plas)l
At oLzl e Jalaill A paum ¢ Lginyinig Joliall sloe] idesm Lunly il el
Lelads g Lgmmdy alially Lo 59

R JP._L” ﬁj).! 09 Z\.:‘:).a:m u&wLﬂT (R E)LQJ CB}A ulc JP""'” )Lu.n EERE ) (ALJ.ZJ\ dﬂ._&.&j
DD L i 1 il Bate 2 395 6 Ly eyl sy L o) Lo ¢ El5 (b

alasi b LBl L 1Y) e Jsamtly aBlsllol o p o ne L LY 0 a2
(Lgd sl A8 ye0g 5l paicly g 315l 00 s S e (o o LSl Lgiaga 5)statie ilma o
(3 15kl o bl g Late () 30l (6355 Eopomg ol yll 02 s 55 1T ) (-l (oo LML
Jles Jem iy
¥y Engigp e AoVl Lo dadot 10t qB, 0 L0 Lo dadet 1 s S gl 8
Jem s g B Lgazl il i iig )l ol yleall (e VL ¥y culem, ally | il
DLl DL elgn Lty Gaimilly SVl colgn 1 dgag (a s Dygao Lilean]
laglan oy 6yl ealales laline sl alll o3 ag its¥ olia oy Laoie Lugaially .28
i 23 10 (V5 a L g T JEm i a3 Les cslup¥1 )35 el Lanii s

69 68 (o (Giledl ol (el Il (g oy dame yac /;(26)

108 o iladl ol cclaslall 235 pue dwenal] e 231531 @Syl «ale il @l e /5(77)

0re Analn (3153 Ulisy eyt Afad yue Ll @ilal) GHlindl GLEY! (Al oy spama 3yaal /5(7)
290 - 2013t

20"9 J’i wuﬁ‘ u“m' adad! m‘u‘aub“m I P L s A A s A gty ]4




oyt A (B L T g dupad p| WIS 2D
13 Losle—nT JI Lginlely Lgle dadmiflancg Lgic 71,391 J ol (s yi s 2 JLoI
sy eyl 2 Gls culd =T o

NECESE (I U P | R S| PO SR JCAR Y £ ) PR o] UPRON B | I PSS Y -
LB Ll cpg ¢ oY @l 2 Laslay sl el ong cogladl Sl Lgide
gl 5L e Lga byl (e gmmlll oy Soman elID pag a3 )01 @ILadl ] et Gidl 58]
oL by ass Lgan Jalaill @iy S (ol @Il I e300 s |maY] oLl
RGN RIIR PRV

cedlwl gl e Jem gald] Jds Hlao] 5590 saall a2 el 65
ol y e Ml e Lgale Bl aoly Loa |yl AinSoy cdad,dl L0591 o Jalanll
sl algadl le daresdy paiwe JEm e Jdadl 0 Cau st Al olgay (BIIY
eliadl 53¢ Tg (lal BLaS] 5 53ga s
s OF Gy e cllay ails ¢ eyl @Lall 20 3 0a¥) da b L lead dewadlly Lal
palbae2 053 atly cia,andl e dd il olaglall 9T syl aBge iilasy dio »
cLadlill (a8 2 BUAly ol @il pa (s Ean | ciles o Lass (Jlen sl Laliza
@l pe By allolada sy Jo @it asl il s ) ey Jlesmlil @iy LIl ol s a0
il 1] Lal aing)liy BAallg ol g oo gt | Jio g3l (- Emay S« aB
Gl = i ilas Jh e gmlily - dimmy aad eyl jee ) S Sl e Lyl
T SUNEN [ FUR-TRCh EPN PR WP Pp- IPSA EEN | JUEWES | SN PN JUPRINS-- FWES SR U P )
DL 5a Lass a3yl @lall 2 daaaily alyall JI Jooo il suebcns il gmma o aluzt sl
pie dde Gy T Ll e Ty cLaplws dgusd da g Bl olia JBe jua dbg foe 2
iy B il el e 3 el Wl a0l WLl (e Lgai s L pln]
iilemal i 20153 27 @ 3, 50,1 L gneatV @l il il 3 o 5L sl
ol dlaglocall T 4l SLAL GeLall e 13 sl enlal e (gynaatVI Qi nall

(2007 358l Laals 315 iy« @lya dealye 2 5Ll Lubeadl (301 mians e /(%)
460 -

A3 o (bl gl oYl s e Slad| LAY Guig o pEm sl deme yae /5%

18 |rrooorowaansrnnrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrree 2019 J,‘ a8 pds oudbuadf adat |2.Qa"| [«JEW YR [} K




oyl | AES b b T A o ALY o
Baladi a1 IS e i3 ol gme 6T ) sl aladl Gea U ol e Jpwamdl aay
33—ea Y1 Gl @l 3 Lo ¢yl all 18 2 Lgile oguaill @3l ool (e (5] ol ¥
Oty yiazme @laiy @5 ey iblaglall dsmy &y Juidall i alaily ety dly ol 93¥1
Al el deuzy

algadl ‘sl_AT sLastt J1s-30y Q‘_\Lg_ﬁhu_\a&\}a:'oi Aoy (dHgdT Gul ol legatblaa
PENPIE=N Y E_YJSHHJ_ALCJ\S NP-ET=—R S JU—¥ I WL._\uid_;Tu_A Loy gd eyl

S asny L Y1 QL2 el Lasalin o el e 3l

Sl sy eaa jlss wal S el g ol Gewi il aals gL &l 10824
e ol talgdn oo = s nan s gy GILLYI e @ay i by oYl
sl el ualy (BLE AV jthsm o d3 slae] 2 anlys e anles)l s
il il ass s Jo (oglally myanl Pl e Ll coilss Gl jsa¥l e dgaall
B2 ol 1 2 Ty b

L Egd
g 9ol T e (0 oD i) 3 90k g bagie

Ol ibgeat¥l Lyl 7 p s Liplaey o lsall L duall gl il 2 bge e 2
2 Lgaisy ps 3prall Lgdlo sy dloge call gy i€at¥l i IsVl dg y iamy |y snma 5y
oo 9l (39 s alalgiapy g sa e i ¥l ol aJles Si Tl wlag (3-lic jy >
cipgneall Jolaa (ol ail @ils 3 gud abl G (o gisal] u 9T (Al L4540
iy el ciuysa Sl (lily aelsd

LU VS VSO P GO ] B VGO | DY PSP SO NP OVET i B S R U I
Lo Dl el gy AgyneatV A 13¥1 i apds clli o (Jg¥1 o lall) S gynestyl
(S Cllall) Loy oty Lglaws 5

. . 31
A75 (o 2013 5 alall dasls 3l ysicns Dl csgall s pule ioloslell @Satl (oblall yee das deme /5(7)
AT5 (o Galaadl gyl gl 3 pule Zibastall @yl «blill pae tom sama /3 ()

20"9 J’i wuﬁ‘ gﬂm' adad! m‘u‘aub“m I P L s A A s A gty ]6




oyt A (B L T g dupad p| WIS 2D
Jo culaly
Rt St 4t ALY oty

Gl a5 Loy LaY1 e Jalaidtl alegdad ol Lo 30,3 g il oy i
4l alall peall el iay S le )1 Sl alasolall Sy ol 55l e 87 550U
L elaig LBl L glo¥ Lygpus Loaly il sl a1 o wen dowiny sl 9T day gy
e e i i 115(85) 53U (e J o1 5y mall sl e by Lglaiomy iasy |y inma
Coatdl 3 sleg 2 aisgi glainid Lgde coilss Sl LIl ibgeall Lo SY] Lo i
e (il p U] 2 @iy U5 sl

(Layiss of L catly ca il oy a doge call el &V doles culely oW Gl 5 0y o o indlly
s ey Gl aledl easl!) OF e Jio V) 093l3 e (88) 5alll cial suall 1208 2
l=a oty g0 blly lc gially Sl Sy sl olbS] Lol ] o l=e
it Gl (e il S sl olod | LBl po 4t o Lass LByl Sl cupll L1 G
) (Lot Lgts) 2 50615

Lain saadl ad pll Jubo Il 5yl Aibac il il 2l e sall oof ;2ail s
B 4 ol (e I Ladas Ll 4iungs 2is o) e lkalnall Jaal] o lad
R PEG TR PO

iaspd g pcin (e Lad I ATV pammg calenll 3o yall Sy o plSo Bea ¥l s 10
oLl o fnsol ualy (Lgali of clasbad J)ga50 ¥ el L 2 Lginyaig Laj il gl
g yall ekl @bilgha ¥l e it ol padll ¢y s e gh s o 5 iSad ol

s yals O it s i "o e g yaall L @y Y1 05 cye (95) 3Ll i et lalt uist(*°)
Bl e o) il a5 sl il e ] s3lally ol gulally Tyl STy Lot g
Ol e cpals Olme 2 iy sl ¥ Mmas ] 5 el Gumlal| olislond | L3l s sal O
Of e Hgn ¥l psan 2.9 gl D e iS5l eIl gl Bleo Dlin 2 Liiiml] ysels 2 5ils I
Tl L5 Lagy 3 S e 455 Y 5kl s pol e +Lis sl 5T L3 0l 5T Y1 5 denl] (9
(1972 2 37 @3 oysilatly Auiee Layledd 33U "ibiLas x5/ oot 575

348 o (Bildl gl (B0 gnsatYI @Sl 2 Slindl Gl uuge dame alaias /5

I A G e e P e 2019 J,‘ a8 pds oudbuadf adat |2.Qa"| [«JEW YR [} K




oyl | AES b b T A o ALY o
eslly SL 2Ny 59 vasall maly s Jgla il dga & 3EaV1 gl WY1y as 311y (CD)
() ) SLagh e sastiae 13T
633 Lo cililsha a1 el 15 Lo & Leod | esllad) Lbles yuan % 5 Laill 13 a ay
y‘_,_ﬂ_ﬁbj 4Lg.m‘_,_>)3 sadle ‘2'3 dquall ade Qb‘j.!a_‘.u‘ Lg_l:_’.i‘\_ﬁ Less 44_6“ Lglasat
Lgale £ taloll oy 0 I ¢ Lgilgime 5al 3 Lomantdl culilgla s o505 S (6T pulatcan
30) e oLt sl W1 s, Ll

ébﬁy\jglﬂ_‘iy‘b«bjzj_a&dd_”}_'ﬂAM‘Q?&HQTQ\&@WS“H‘M

J3ladayy b e cousag (Lgde @i Sl Lalso dayy 59 3Lae 5> 2 da il

o darall Jas (01 g ol JI 5ldg el ST @l B dar cay 5y sl camll sls @i
(37,
S Tl

culdl len & e @5 Gl @8l panlly Lale daiay @l 20 Ao g iall 21V 5y
Syt idleny Al cia¥l e W 1T el I T AL e Sasdl 2 i als — Lol daay

38) L gyt 2l 2 Loyl a3 S

I il
D S bagiag 53,95 Ol

e Iligd IV oy el (e a8l o) sy et el e S al e aie
Orms il Sy Al o g pliall () as yud o La Lgiag plall (o) aa 5o Lo i1oYI
Lele dadmrtl oy b it Gl oy 191 Gl Sl o ls Lgale daamt Bl s by 2l 091
Ly (o Yl Ll 2 Laglay aj by Gt A0a¥) el eoy ¢ IV calsdl Sl p)ls
3ol U3 1s a2l LY (e Lga )] (- Soas e300 @l lall et il 2001 e llin

361 o asladl gyl use vama ilaias /5(%)

OlEall Ol 131s ¢ Laid Canelill GLEmll 5 25T Badsy c3iet) cacalill Glemll = o Y1 daas 2 saelan(*0)
2ol e /gy el Bsgilly Canemmtl Lm s cre B )11 g3l ADSS Ll (g5 ill Lomg o
225 o Gildl oyl claglall olad @Slya <3551

S Gl (g puall Sl )2 ¥ 5305 10 56 5;\1!(37)

ST o colaadl gl Bl e ae, U el Sl slBY1 2N (g5 35amma 550l

20"9 J’i wuﬁ‘ u“m' adad! m‘u‘aub“m I P L s A A s A gty ]8




oyt A (B L T g dupad p| WIS 2D

S

sLnall alal L guia st ol pimaso Lgan (Jalaill @iy Eooms @l dl @l J) Coyaalsdl
LA il e 80591 oa 1531 e oyl (e ¥ Limg syl 2 dleles dalss

rplacall s padl bt of 2031 : 31

C ey Slgduall Jguo oll 551D (auss (950

A all alblae] e Juslss @
Aall) of i guall dss Al sy @
Aol olaabilly ds gall eulalll @
Osddl Hganzidl @

Aoy dledew @

(Jea¥D) Ggpnsat¥l oy dl Blw, @

il pilaeg yull cileles @

OT Y gl daamn Iy L1591 0l a pan (oyiad cilygao SIlin o @fyy yS20 0L juaay
T e s L3S Sl g 2 o asmi ple Al & pall esliledly L1591 028 pan il 9ol

{39 il gt e g bl

bl co_s.-.ﬂ atjj <&
.(40) Win32dd GAL')J —

D IRTools gals —

e o iyl Y1 e cipualadl @ha quid Jisepall ¥y il s cdendly speme 31y /a(>)
Laans Leg 5 (o 2015 ¢ jpiiie i o ciigsal¥l eyl

U3 56 cgladll Sl Ssime e Tuboliind Lo and paly Gl le D30l 5ty dle 5,08 @l 3T 5a(™)
Aol e Losd Lellod omey 20U Lol ] Lonash Sy Lol 3lpial Jsumsll 55515 clsgions
Ll egull 5Ladl FTK 5 EnCase fio culales

(CdgugyEaie Ao yh Lgminy eVl 5200 e Jad3 gl juall @iy @lga¥l e degaze ga :IRTooIs(“)
lecall s yall allll by 2| Elasles o poiiady « Jlsianens

19

LAt AP e AP PP A A F A

2019 39 58S pho geobuad! Sukat! Fegt¥1 Gty ks




oyl | AES b b T A o ALY o

E o o o T T T T T T T T T T T R T T T
(42) .
-7 CryptHunter L), —
(43) .
- FIK Imager L, —

(44) ¢ Locall 2 yall ity 2091 : Lals

Ada ) adall el By .

s Ll el 3N =

(DVD) gauall o3 / (CD) ol (o yally Cliall o pall @
sl elally @

USB : jinll alga¥l (ol )31l yma ™

.(Digital Camera) i3 )1l clyalest @

O MP3 coise ®

sl Ll dl

AL gl e g8 plcall d s jaa s adl enlibadly 3101 e g 5oy dginss oo Ll
.(46)

e 5503 31591 olag calill Clall Goyall Jle ,uids sgmy Cadien) bl 3L e¥len s Lpaniios slaf ga(*?)
Jso ol pEmas Lo ya yidl 5080l eluladl aies Jle Hum Y Lgenty fen, U 5 adll eluledl cades
s A 235l gl @l ga¥1 (e Layud 5 CrybtyHunter 2350 )

http://www.cert.org/Forensie /tools.html

ciglaall 5 sl abgladly olallly colalally cAlelenll (ol 33 Ldalin | fuws Joe e golipd! s Jans(™)
s 35l (e Guedatll 1 le e ALY yEmays

http://www.accessdata.com/downloads.html

6 o aladl ol L0 gnEn Y dep ol 7 pes (o Gaad I DSV pen candly gemma 31, /ﬁ(M)

(s 3eLimy ey 3aml Jaall crn diie ole Jpumnlly o (63 onshl Ll Lnpnd coma ks 5a(™)
il aliydl 13 Jom aopally hrge oo eaedd Lo JEo 5500¥ sueldl 505Y1 ola alaiiul dreaiiull
http://soft.sptechs.com/30918-Auto-MP3-Player.html : Ll 23,10

46
A5 o (bl gl clewdls 35ae 1515 /a(T)

20"9 J’i wuﬁ‘ gﬂm' adad! m‘y‘aub“m I P L s A A s A gty 20




oyt A (B L T g dupad p| WIS 2D

S

Op=ll eslge ™
Jass ! ;L!).@&.U salaa L).ulzéi b
dolhadl e clylas @
(255 0 gpad pals2) 2 L] by pusls ™
ol Ml ey W
Aoyle yol,3]
UJ‘}“ Jaﬁj.:u u

Wts jel alploall oy ae Lgio olss Lo elya yEoi 3l daladl a1a¥1 5T 5,Lay) Hu iy
oi sacall el dl Gy aluziwly Lgdle edydl @lall 2 Lgile dadoid of gl
AL gl e g Ll
el ae Jlesials a1y (47 91 il s g eI Sl 1 e dadan 0 - ]
b Bllay ¢(gyeera (INB (il all (ol BV Labisll oy sl daSl g iolest imls
Bl T Jasatll T il e aB 1 Jdatl e L asdl ILsily i gl 5yt
FNRURNTY ulc Ll Lolema] tA.aj g.né).” Jdadl 3;‘).5._' cn.u] [GIWES

Sissregmll galy s Jolar U e g & 5 3€ W Csl 81 (€D) cbilgla o1 o s (oS
ey OMLE g gL Sl Atanlal 20 sa €D A aliasd 5By Ll ¢ e il
Lgale daiall s e Lgie Lasbal comm il Ol Lgui — dally p o il ) 2l YL
L@kﬁt_uuﬂ:g‘ L_m.__n&j ‘LG:.dU)—"S g]_” L}chj‘jw&_:ﬂb EJ‘)—"'JU Z\:_u:Ja\_u.l‘ QY\_s-i‘j

JaEsag el die

Craam /3551305 361 (o ¢ glaal) gy U1 ¢ gAY @Syl 2 Slindl Bl ¢ augn ciama silaian /(")
357 (o Gabeadl g 51 iVl @l dgalge 2 ailindl Ll (811 dn oy

21

A A A A A A A A A A A A A EEEErr 2019 J,‘ a8 pds oudbuadf adat |2.Qa"| [«JEW YR [} K




oyl | AES b b T A o ALY o

A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A S ELEr.

e Sty i dgen ¥ AV daaa Ldee @3 1 IS Gt S s s dadan 1) - 2

cgalall da ol cuslal alasi by Layallae da el 2 10w saaaie callaly IV ol
JdaIh T el cad g oo sl Jududl e qupnilondl jozes wildae 2 Loa jallas 5379
J=lB e same Silaglas jyglas lastided); cilily e Gy calasalall 2 50 3,11
355l SUL 2 £ad) dhaad el pa ]y W )T pelae JI Jogml]

S gl Gl sagall albuleadl e I Conlondl Jals 20V e dadai )l elle sl
Cu9rD 3929 Sy ] 4‘:,_1:2\ bl Lgide (gt Il UL de o (0 L 4535 48500
el 12 fra pabiid | ) dms 2 clsn inll @ St el 2

. . o . - (- .(49
AL i gyt e 31 e oy 13ag 149

u—l‘-d-LJt-é‘}-‘ LgijTﬁuju?‘c.B\}A deto po ELIhg cdan Jlf:—_«lﬁé&.—”&\_—ﬂjl—il‘ Ao
@‘)—éu—ﬂ@ﬂ‘uj—ﬁui—é JUE Jee o ey 4:\..4_\_)-9-&}—-53’_\.:&3\_.4:31:.;4;3_}3
g:;;\_”‘a_s\_;d\ il e g =l Muu‘aud_"mg_aﬁ cianldl {o,8 2 (8l allg
O—e A wadl JI d_.cjfd.‘&;'\___mj.d\ua_ue\qiq_ubw\ 9—a Of of casyyl5g cal sty
Y pe ;i @iy 2 Jladl 58 Las edyll @all 2 da aodl 2 sueladl Jai
FEERE Jl bL‘».” uj)j‘z.xi'_ul‘ L_?_'S“ Cewladl 5, Sl J! ;5_7;\” ;ng_a&:“x_zs

50 s

el WL all 3 daimy 3 - 3

A1V ola da as Ldaey g 35 @l ally Gamill g e apaadl oF J15,LEY1 Hu s

2 A0V daas Laygas o iaaaiie §ylaf ] oY1 038 @ul ud @iy Gy ¢ Laad Luady
el ald ooy Tiag ol sy ¥l ol Lales sl Lo Lo yal 3,1 @I Ll
2 ey S Jee s 138y cAagmnll e Ligne il ye 2 115V 0l iy oy AL

357 o claadl g sl (55801 s oy e /5(*)

it ell(*)

Director. Sarah V. Hart, U.S. Department of justice office of justice programs national institute of
justice. 2012. (Report).

plails 182 — 127 (o oleatl gy Ul ¢ iloslall @1pmld A1y W1 il iy o ys srams ablia /5(%°)

Ehisa and Philp Andres, Electronic evidence a basic guide for first responders, Good practice

material for CERT first responders/ Ehisa 2014, P.4. More information about (Ehisa) Can be
found at: www.ehsia.europa.en.

20"9 J’i wuﬁ‘ u“m' adad! m‘u‘aub“m I P L s A A s A gty 22




oyt A (B L T g dupad p| WIS 2D

S

B1) el s Le ity L oY1 oy e i

g=al) ALY oia sy Ldecy «(Jg¥1 gl )iay yandl 7 pmcun (0 Aead I LIV 21wl
(S

Jod1gan
gy ALY 1yt

SR PSP SP-PU{ [ S 3] P S O FJE-+20 | PN [P S P U | 39"
die gl 3y gVl i Sy Lgel gl i aleny ol gmdly i sl daSl gy 4 g gyuesntVl
iplee 2 ol Lbgnmal ¥l Blwyll dd connziwl (sl Jadd dgdi 559
et Ll JY ¥l il ldlee 2 i ool aglae sl dn] of cuisa of < Aaill
ogi—ayg Loyl g doglnlca sl Llady ,noydly oyl LLund 2 i vl ()l
s (2018 1t 96 @ 5 il yandl ol oW1 2 sl il JSlag alaical allad
fe pew 3By Loy L0l 2@l Jilwg aluzial alall eally Lasamall 4o sas s
Alaadl Basdg L8l Lladtl 2 el Uaguy
idee 230 elaally gVl aladiwl a3y lh o S a ST 5,La¥1 Hu g

52 . o . -
{O2) a0 L gyl 5y

I e L Ldsig & Ggynenty FE el L Jgamag il i_dlis ool lama ®
le_a_ﬂ JjJ)_']&T%M dj_‘u_nj_b La g ¢ (53)(FTK, Encase) g.ﬂl_!aJ ﬁ‘..)._i'u.u‘

e

(Gygama HIMB il ! ol , BV bl il dailwg dolest Lol ciluae @
ol Joaatl oy 3l s 30 Jdac 3 e Bl astlg (o cie gl 5 y2s )20t cul By
! 1 le hentl aie gf ey Sl se|pis el G (B0

(e JEsin Llall o3V pud eluas ™

513 o Gladl gyl ceimi¥l e Ly U @Syl Sl LY (AN (G9as spame §pual /;(51)
A8 U= (Bl ga el e sall 7 pase e Apad 1 ADY) pen cdandly 3 sama 31 /a(%?)

. . ) 53

s A Gamsat¥l g3l paly malpdl ois Js aupald()
-research.com/index.php/computer-forensics/tools ~ www.forensics

b b B B 2019 J,‘ a8 pds oudbuadf adat Z.Qa'm [«JEW YR [} K



http://www.forensics/
http://www.forensics/

oyl | AES b b T A o ALY o

A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A S ELEr.

laleall g Lay igleadly ol ool ols s a5 6l &y oL 51 Rainbow g1 ALl =
.5agall
Sl al i 1 e aall ) 2Bl s Yl it el 3 asant Gargoyle oLty
.M—L‘
glayicly gl Lalai¥ i ey s g Gy S OLs dgladl 35 gV Jlae 2 Ll
(O e 031 L,
Cellebrite : L1 .
Nevutrino :allx .
XRY :.lx .
Datapilot : Lt =
ol ot (E-mail - Tracker pro Ip Trace) 0ol pol j aloiwl (son L‘qb
GLIdg conan ey Jan al® (01 Shgadl juias aunt (Ip - address) 15 gty
Gty s @iy oLl ol Blay sl BT 23, 1w of L igyuent¥l o Blsll Bla 31 5 eyl
Jepd! 3lead! Huuane Ol gie st VLT plad s ae Suwidlls
abe wiae a9 a2 el 10y (Lgiiylaag ddy ol Y afg Jdod Sl 2 i <oy
e Llall o 5362V Gany sl @i Luse LLiadl (egin of onaguiil iigus
gV L ylaag Juled (CSL) dame ®
jiL..LE_..LB_‘L“IJ‘ QL@L\JM@&LMfJLZJdJAJ_L:MMiEJL&?‘)Mj
el amtl oia alae s ol Ty L1510l o o gd Jgwn Emy < Lgalls Lo oL 250 sl

20 o Gildl gyl ciendl sgame 1, /a(™)

20"9 J’i wuﬁ‘ gﬂm' adad! m‘u‘aub“m I P L s A A s A gty 24




oyt A (B L T g dupad p| WIS 2D

S

) Ay Y eyl gl gyl Bl ¥ o (s Ly ¢ il A ilin
() g Letl e a0 Y1 e dalo
o.a_b&_a_jﬁg.mia_nf)aﬂc)_‘uu_af\_y}vﬂ :\_‘JQ‘H)j)_v:-S Mﬁ@i)&_\_ﬂ.iﬁ_\;j

+0) il gomitl e cellig 21531

o (o Lealaty Lty Leafigh @5 a3 UsY e O e a3 @
Begadd) bl il (e Lgues | @
Lyl 352,01 (o a3 A Slsm il aliay g5 Bl sl il o L8ME aluaii ol @

(as2,lin)
L s yea T e ?J.:u_) lgas| @
Laly — Tyl — Gulall T efmmtl] Iy cAcalio o> B 2 Lyt o3 @
ool OlEme 2 Lgh5a 6 (e Tpnabalial] (ladly L5k yesall ol alll oe Togns Lozl @

TRV
g 001y b ) g0 SN

G el 5T AL @ Emall 2 lsmay iaa¥l (e Ao gu wall dred Il A IaVI e uas
Lo pos) gl iyl gyl 7y s (oo Y1 e s iipladl Goy® Jis O
s iy g BBl e e iy 7 e Vil 12 Laayss,
S]] ibleasll culgad! ELAT

nlall 30,8 Lo iRtV Lyl py e 2 LIV 5o yed L lesyalall (13
.(58 - e
A )g-\:'L‘)&—‘:‘:'C)‘u:':m‘j

Enisa and Philip Andres, Electronic evidence, 2014- Op. Cit. P. 14. (=)
.P.1 Director Sarah V. Hart U.S. Department of justice. Op. Cit(—)

Rick Clyde, Besty Practices for incident reconcilers collecting electronic evidence, April 2013. (=)
.M.(402)709-6064. Rick Clyde@cwcsecnriby.com

21 %) A&JL‘JJ‘P).U ‘3\__333):&1:2‘ :\.n_\)a.ﬂc)_._.mu.a:\__‘mé)ﬂ ng‘ta:f L:Lq.u)l_) gzl .\j\) /‘A (G

O,

b L R B 2019 J,‘ a8 pds oudbuadf adat wa'm [«JEW YR [} K



mailto:Clyde@cwcsecnriby.com

oyl | AES b b T A o ALY o

s 45531 JidS aue Al Jsuesall jlex oles 3 —
D ol I Mage 553 o 13 blall Jymsll Jolos ¥ —
ool daSlivg of L0 gyuent¥) UM dlaisd| joleall wuss —
Gl o iaspndl gy ene 2 Chgiaall 5l 3gaill iy puasall oy e loums ppenll ol —
Oyl daileng of (g sl
OlexdD) Sl Joooll pue ol Jo—o sl gV plss I3 uuaigiByes —
dguasll
224 ol @bl oy Wllis p&as @ 9T olss 13 wpasd —
@l maydly sy ga¥ly Al aill) cual Al i Byee cigm | 4 yan allajusd -
Ayl Gyl (aisat¥l syl (oYl
RPN [ SR Y PESW, PRI BN | BP0 P | R ESPPIN A1 - S VPEN | PSP S, 1
elg o Gle dyadanlly
oo Bl amtly (A g Jody ccadantly Ll e Loy el blaa ¥l 2adl —
.(Chain of custody) il oIl il
13895 Ja 1 e (FOrms) o ylaadl alusial —
Leele e taly Lajalo e clgnsy Lgiyolins cudd Il sLesY1 @
.(Chain of custody) iLgil il o

{59 1, L Ly kel o 2mlad g duad 01 80531 5o codlad e 23T cyag

(€D imall bl glaca¥l 5 yoi -

364 o Gl gl (B gnestV @Syl 20 ALl Budsill ¢ euga dazma Salaiae /5=

20"9 J’i wuﬁ‘ gﬂm' adad! m‘u‘aub“m I P L s A A s A gty 26




oyt A (B L T g dupad p| WIS 2D

S

Jendng (stpss e glela wdide Jaly siela b s J 5 D g - 1
(00) 115 e Laa gl oLl Jlasiad
gl

@‘b‘jﬁumﬁ)—‘)—"y‘b“—‘m‘%@".‘ﬁﬁ)\éﬁd—’b@)—ﬁajtﬁw‘u—l-“-@‘bﬁ -3
Db okl ps g e @i po g badng
Dyl eles Gle LI bl cpes @ - 4
Al 5)bgun dibogy e i wdl e o7 05555 9T chiwdls G S (e 55le 5
aesiy (700 MB) (pj sl Lac (g ye — i D) il ade gaa (Gisw) L5551 (C.D)
iad e (45ble) eell padar o (gp sy dle ilisall o eney 5T (CDLR) Gel2)
—imin — iglin) A8l Gl ca el (el Gl) pad i e B ]
Ciaied] LA Hle) Leladl DL Lle dus pad el (Bamll — 5o el
Gl e gy tae iy o g3 L olatiY ol Blagdly gyusalVl bl csl Bllay 5 ,ai-
Oty jmd ‘2{3 ‘cDJ.J_Cu_m_suj_?)&J‘ji i_..ﬁ\jA «LL:_LZ.M ng_a.l‘ uj.\gl_z.” 3Td.L_.C|_A.u>LJ‘ jT
e gy Bl e oou s il bl L] ae ¢ JEas jr> B aly — 5 el i
;A gl

Lad piie B e (3-89 Byl s 2 L saall il il Jomaally L 3LIa
ol gl ag i 63y Lgalaiialy 4 7 yaall 5y ) Lolaln oy (Lady i 23315 5
ma ¥y LBUa Lo Dam 4 i | g ll 5 g ) Laplian] oyl (L3I
i o (e 4 el Gl il g ) ol il el ¢ Gl el 1 ey LgLalad
e o)ladig densly Ldgull LIl Jd (s a4y jglag il Blladl ool At s

(L yotamy 31 | 3L

23Ja Lé_lu‘?‘)i‘ ‘L‘E)-’-”C)-umw:‘-.‘ﬁ)-” Z\J;"j\tg_? ‘:La.u)\_) dgaxa .,\jb /?(MD)

¥ A L e e e e e P e ] 2019 J,‘ a8 pds oudbuadf adat Z.Qa'm [«JEW YR [} K




oyl | AES b b T A o ALY o
EMBJM‘QQM‘WUJL‘AM‘HLB“Hﬁ ..... )Z_J_b..\_”u%?j‘)b_‘i
(gl LAYy Juall Lgabany 21y jouall clidl e laill Cb puny 2l el cpe

ST il sy (Bl el o5l il oLl 5 ag ) sl dagy &
(1) Ga el 51 el L] Lle B! Lol g5 poe aiillag ol pa

el 1 Ul LN oo o S a1 SBLT e G2 oy e by BY) al e joyymi

5 el ey Lcany 2815001 18 ltanY (i sl s LAl e g < Slis

a1 Led uatiag Lgalylal (e @iy « pen Yl pe il Lgde pungg (3lod Laule s
02 AL ittty a0 500 (00 pen 1 el Lonsend

apdl it G gl o lad L bgnen IV S )l 5yl 1 g3l W appd) 5 o=
S gl 0y QB3 2 o Mg i nailly A plall Je @il ol 1 Mail — box
S agll gTda axtlg OUE Hslally imsa,ls 3 e S el Lgig i oSLal 4 glay L gixd
des (e alled oy i denent¥l Bilayll da o oy 3asll glss 3L Trash
e ey (el Sl 20 sty apdl mal i Jua il G pde (e I @iy 1001 LS
PPN (g { PN [ Y U5 PRS-+ U { MY [ [ I PP RSP | U | B S
dat il g Lgiel 33 g lall il yll (Lo asedig » B3l oyt Gamll L Lgde gL LY
Gamll olss 3le cialal e 3 asdl alel Lleles Bl , glvin Enter JLssyl 5y Lo
il dars gy gl Bla paluall jlosl ddad @i ll Lebwyl il Bl daris a
apdldar s e ol gl Al o gida aallca Lo jlaslaydas g Ll Lalili 2l
emoEt¥l apdl ol isla cLapd G0 o] ol L8 00 Y] 5520 ¥ gty
(FSlocasll daiall jgala) ddaall lagliall ca ool j5om ¥ tlg LaLL G Jia o tiay
Srian Ll oyl 52 53UL Shac « Louznd
VLW gLlad 2 6oLl js baull aay tiay ot 7 pcan 20 Ay gl 332 W1 5y poim
gaaly Jloel @uetaly ailbilo (o335 Ay o comd Jlatl il g da 58 day o 18 2l
Sty Lge |51 Catizeas lilad! e JSLI @il 1ia oo T 10 Ll g yosuady Jumdy

05 364 o (Bl g p 11 i gyAEa Y @yl 2 SLimdl Bl « nya cama ilaias /()
Director. Sarah V. Hart U.S. Department of justice 2012, Op.cit.P 22

364 (o (Bl a1 (T gnsatY @Sl 2 Slindl il unge dama pilaias /5(%%)

20"9 J’i wuﬁ‘ u“m' adad! m‘u‘aub“m I P L s A A s A gty 28




oyt A (B L T g dupad p| WIS 2D

S

Lt 055 (ol | LSS 3 aimiy o oed callal gl iy Lo LLuadl o b 2 Ldlin

ey e aY Ll 53 ga ¥l 5wy al all ey Lis e tag cAyslnl 55 ga ¥l Lo
{09 e Lag Loyl gy 2 ygpnll ey Yl
I s s Gl T3] Yl AU LR cileadles Ll DY aay- 1
ahlal i gla ol o (Faraday  bag) J 515 aa o9y g5 151 5lgx cLabl ane- 2
Ol tall pn 92 (oo 131 3Lga oo 50 o3 (Faraday  bag) yo5 o ot 15) Lol ciusls
%) (Mode Airplane)
Al e golal Slea i @3- 3
.L!.E:LE:J‘@Jm‘jd}nﬁéj&ﬂ)%@_)uj;ﬂjdm‘ 4
ng_J.:-J\ ;b.__‘>-| HM»PJ‘CHAJ.}‘AG.—‘Q.‘&A&}.J})L.@} A}_}jdbi— 5
L= <39 (Memory card) 5 (Sim card) o c>il- 6
sliiel 5 )5m 0y @ B8 Lap )yl s L3 Bt me g n Sl 252y idlan - T
Ll U7 Less
COURURS{ P JETE | PR SFPUEN {050 W DB [ - 2SS -V | NP SU RIS [ i I 79
A Gl ey sl 35 ga ¥ (e alizell g 15391 e JSLIN @l Ao lsl el

65) . . - .
NS ool Guslg5uymi g colpdes allas

e 2 Gglal Srea ¥l pe Jalatll @lelyal cduayad! 2315 clpill 5l bl oe¥l e @lysiie(®)
(I Gigyneat¥l aBsl) pal ) wuyelly <2014 (el

www.forensic-labs.psd. gov |o

eBsll aaly Olpdall gy 2 ol (LI oy S Juo il e ujelly Egisldl i 5T wifi &w( )
I SagynentyI

www.elbaIudd.com/?articlesh=iop~ic&10pic=3955

9 S JLat¥ Asa il ol g eliilgy JLat¥ il Bl Judanty p93 3540 Leils Alrplane Mode

Good practice guide for computer based electronic evidence, NPL, ACPO. 2003 (65)

. accessed http://www.acpo.police.ule/asp/policies/dabta/919-Computer-based.evidence-v3.pdf
17 may-2006.

DO | A A A A A A F S S EEEE 2019 J,‘ a8 pds oudbuadf adat |2.Qa"| [«JEW YR [} K



http://www.acpo.police.ule/asp/policies/dabta/919-Computer-based.evidence-v3.pdf
http://www.acpo.police.ule/asp/policies/dabta/919-Computer-based.evidence-v3.pdf

oyl | AES b b T A o ALY o

_x_“zl Z—QJ_PJ‘C)_AA.A%Z—‘LQB)J‘ 1_‘;’2”)_'“):.3@]_3;::_:5 L.:.JUTM@TZ)\_‘L}")J_»Jj
sy a.;\_Au'a)_’SQ_AIJPLhTMﬁM@gﬁHTQ\&A%U)B"@M@@}Q_A
Coya La 2 iy daiiy (s ¥ Lol 0,38t ¥1 ol iy n g cpliall
I yee Jundl —ay Digital evidence bag i1s¥1 i &s oi i ogmest¥l LGl
Lgiaal Loy ipisdl ol a o Lad a3l Jdutl Lo i bableall L ayle | ably iad)l|
Lglissaag
q\.&‘.}.!u.\.ﬂ‘_uj\:&.” OMQTLLAB)L.:L?‘ J..\:.-«Jj

2 T3 01 AV e Jalaill Lyl gy Il culaall Lo (ool dgady L 1o g9l
eyl 7 pae

Jiind Sy eyl IV da b g (o) 523 Lged)y of Lgyisal] Lbbs 1 ALAN ol
sl il e i

Lol ol ag tianyanll gy e 2 & gad Il 1Y aa Jalanll & uad )yl &gl 1 Jo¥1 g gl
2 e eyt 7 pne 2. Slindl Jodilly Godoeill 2. Lgipeal (asaly ciglall dage putiad
Sy dars LIS (e @iy G AV 15 (3y0 ol gtV eyl 7y iie dasls
2 535> sl il el ol i dlae D DTl Sy cpluaall i yall @lilall i e
g 5392 b1 Lo L1 ulaally sl sl g 5302 W1 aldicaly Wiy ¢ ey 7 pas

.(66)

Last| ois clnL_n,ZizA

Al eyl Gle iy g8 0¥ sl Sl
Apad ) AoVl dnleng pla il 21,200y Encase FTk zaliys -
flenall Lo yall abladl gl il s 71 =Y IRToOlS aliyy =
(s (ol ,80) §yuss i y3sd daw cld 2 yla oy cilusy - 2

189 L)l AV e dlaslall Ao ls wilgsl - 3

fosl Loyl AYls @hanll 5ls] 2 Aigieal¥ AVl Cpulall b Guly me Ruakd dlae(*)
.f20'|9/'|/'|5

20"9 J’i wuﬁ‘ gﬂm' adad! m‘u‘aub“m I P L s A A s A gty 30




oyt A (B L T g dupad p| WIS 2D

S

Aalall (ol 33 Alies aie il

One tablean T3vu firewire 800 IDE/SATA bridge.

bl (ol ;30 5sl 43 Liliss dlsy -

One tablean TIH firewire to IDE real/write bridge (Yellow)

(USB) 334> iulics e il

One tablean TH firewire 800x USB 2.0SCSI bridge.

ol 2.5 @ dliall (ol 333 elily Loy -

One tablean 2.5 IDE hard disk adapter.
ol 18 ez dliall (o 33 clily dlio g -

One tablean 1.8 IDE hard disk adapter. -

CHR ] PPN Y USSR YU | Y P U | PY S VA PT B TS AR B PR BRI E ) [ ST
Js LT 5y a) Lgale 3 tanlonlly A0s¥1 ol sms’ LilimT ap by e lll 2 cnall 2 & ad )
O 5531 5 a3y . CDEB) iiad 31 L 15¥1 i iin JM 5 (e il Toy ¢ Gl 5,58 JSL >
(Labiee oLl e alaslell i3 ansiad Lal esad Ledyll L1 ipda Lenl
Jtloiy bl gty @ I 35 nesall 35 gy Olgandl malimy callwly cal bl Jsiay
ot Ll Lo ) L sy e ) 139 s Gl s Lo gt (bl il
Llastl Ldead anzt iy i dlisdl il admill (ol ) 2l all oy a1l oo L aillan sy o
L Lilen s 531 5300 a3 il bl e

I Tyl Tiondl ilign oo Sl ot ol e syl 0Y) i il igna
70y gt a3kt el e

(67) A digital evidence bag is used to by chet.

Hosmer, Digital evidence Bag, February 2006/ Vol;. 49 No. Communication of the ACM, P.
69-70. Available from www.nchi.him.nih.gov.

(°°) http://www.wipo.int/pctdb/en/wo.jsp?wo=2006126006.

(69) A digital evidence bag is used to by chet hosuner, digital evidence bag, Op. Cit. P. 69.

)

70 http: //www.forensic wiki.org/wiki/digital evidence Bag.

68

A A A A A A A A A A A A A EEEErr 2019 J,‘ a8 pds oudbuadf adat |2.Qa"| [«JEW YR [} K



http://www.forensic/

oyl | AES b b T A o ALY o
u)_‘z-_nj AJ._J}r” U_L«Lv\_n}\.a.nj ‘3_‘;’2” Z_RM_LHU_LC &SMM_LAL)_C 3)\-3& .L&L!a.,.ﬂ ale- I
el @By Ladlall e om0 Laso (Jym ol Dol Jom e Liaj 31 LB g 11D
(DEB) 103,31 sV L Jomia Ladle plaus g Blual anzies )
SLledly juwall alibo ca e of Glgadl cdle S5ty g;;_ﬂ_c o Lot g pgall cala- 2
A s
blall ol apsy ci@hill ol allly L5eill el Shedl da oy 1dpdod| Cala- 8
Agad 0 AV Lle (gaimg dsmid]
a0l d Gla¥l Gas s Ledpll dgasdl 2 Lyass yuolic yas 500 Y (0
.%5_3)‘5_” 3_‘*.45)1‘ U_\y‘ PSP O—n .,\éu‘)_«a\.ul‘ ol (“—Ab 4\_@3\_19:m :14__\.@} JJ-TQ_A
Caya Lo Lag pa &l 3oy) il o e aessT Jie (DEB) iiad 1 i 1u¥ Luas
(DEB 23,31 &Y dpdmy dlag)ll cildesdl e Ldae (55 38059 4805e @l o Ui
2 5Ll Ldg¥! bl Gliey aad 433001 el oia (95 cldaall ol cMe i LlasYlg
12 (980 1ageg Auaisell @Solondl ol Uguda by Lialy aglew TSV (9E0 iy 0Byl I Ll
G0y eyl zpias (ra ALY e g L9y nentYl dayyadl Lileay Tus 4 G Jaassl U3 ol
dle ai Lo G Lgannsil Logynent¥l Loasdl 2 Lad )yl sV clyis 3 o de g Ul AV s g
il 250G cilgadl alel (ygiLal)

20"9 J’i wuﬁ‘ gﬂm' adad! m‘u‘aub“m I P L s A A s A gty 32




oyt A (B L T g dupad p| WIS 2D
ALY

G 2 LSy Ayl ALsY) oyl gl Licaal 53 (e gy alll oy Uiy 0 ny
LayBT e ygls Sl eMEn ally g o sl 1 Cilga Calinn ooy (puala Ligla a3y ey,
2 Laal] 2 g Gl ol yall @l ol pos Laall Lo 55 ) g5l 30 (o Jolastd 0T Ligle Gy
Sl yudl

YLt 5555 Lgh) ol all JEoladl (e s e Jolis ud Laal yull 000a ¢ 5 50 Gl [3La
el Las ¢ 04 (e g pmm (o @l @il (o i 655 55l s ccolaslall Lin o157
Lae pramcad Bl Lae ] 32zl aulel pa ¥ cliss y Huglanl) £5550a01 @ualall (e yis 50ds das
(g gyiEn TVl LagEamdl (e A giEntVl 5y Bl ey ¢indgyiEstY il all cililealls oo
Les 5 y50nll Joo Loy il colem s aully LY coleaalodl Poitieal & (o ¢ gyigal¥l bl gl g
Do el Jaay Latads 355T Cuslaalys Lagpmdl Lyl Callal 2503 die
Gy L3 pag egall i lend)l 2 (Lasdl aslall ildane) Lpasd! Laleall Jilawsll asdl
il e dgleadl GSl5all sme Ay tas M £5a Wy Leie Tue sl < ng p 20 (o gl
3yl dualya Wl Cdlaa¥ ol

E W] 31 | RUCSA NV  ENPR T PP V-t RES UL I SR P

byl ol dpgdoliall cliadll of ¥l (e degazme (e B5lie 158 My Bl Sl —

bl ol (67 Lgarand @ @3 (09 cde sd Ol Laga (03 Slea (6T (oa ualiiaadl i 535251

ol ibgs Ohemd 91 Hyo JSmd Gl el lols ailaghdy mely alazicly «leldady
e Jelo JI Lgidy Lagyndl g 539 ili] gy 445

ety aelsd Cllaty Loyl 7 yene 2 Leadyll LY e Jalatll of Zualyudl IS5 (e cnd —

@lel ¥ Lol g LIV died Slly Jull Dlaxd Leie w0¥ cdias L9y d)laly L

@hadl 2 Ll 5o Lee Lilire Bumiue cilslial g clgadyy DY 5uymn Gl
RNENEAEOPIVEES PRI F g W EEYS  PRR EN Wb

U3y Racaiie L8 5y ety diaes oY) @l 2 Led I ALY dads dlee o —
o LS (aByll @Il 2 dagatly alatl JI Jio gl sucladl cibismayd! Gaes alasiols

L I Lo e e L e e P e e ] 2019 J,‘ a8 pds oudbuadf adat Z.Qa'm [«JEW YR [} K




oyl | AES b b T A o ALY o
Lepi dilsnal e die pmiiw M1y (Lajlice o day 2316l ois jua 859 joes 2 LA
NEPJULIP [P0
agxdl Ji0 e ¥y lEna dweall e el dwd,dl sVl oyl dlee o Lalyall coyglsil —
cdial By 2 Lajoyoiy danyandl 7 pss (o oY1 028 pammy rall all 3,41 3 (e 2 Ll
el alel daguas 3 48 ol o calidl e Sl Ladbew Ly
@ Lo I3 dsla (Aliadl @la¥ 2 Led ) el e ulyull W csass L_;Jj —
sl ddle LSl il ycsell 2 L I sVl jama 2
:‘?]:1 Lngg.aa‘,.‘acjlld‘ PRV £ ‘_,lcj
dacdall ol Lad )00 A1V ae Juladll Lo sLiaslly cnaaslly oyl Coputs alaia¥l sy, 1
(g Guamilly qgle Lol LLadll qgd (o lgisaey o> csadell Lwlally Laall
UV g Julailly L09ynsst¥) Laapdl zyews 2 Lealadl Blagll alusinl Sle il
@Sl e aasall 2. Gyasdl alaaill alaziuly ey Lol L8ha| jogal itlus- 2
Aead 0 WY oyl cllisny (AignentVl dayyntl 7rwe 2 Lgalazialy (Ldgnentyl
eliadll alel Ugaa Lol (55l Lgas Julailly

20"9 J’i wuﬁ‘ gﬂm' adad! m‘u‘aub“m I P L s A A s A gty 34




oyt S (B L il g dupad p| WIS g 2

S

s1ai i daild

STIRPRUR

igglal dnsatl Al Slasl! qamlly Lol 5 el (g8 7y Gupall sue Gudgs /o
T998 cclaandl Hludl Gapastl plaill dadas (20

el gl 5l 2z Jo¥I Aadall (ASLa cilelpa ¥ Gnlis (linn;y duadl pee /s
1984

o1 e oY Ladall clayyontl 7ol diall Anlall lelpan] 3 lendl cadalll sie FlRal we /s
2017 (sl ksl

gy cApaaladl Hldl (ALl o lall alal L ladl J5leall oo 54all HalaN de e /s
1986

Lol lasolod | Jgunl 033l gy S amdl il a1 Jama ¢ 5503 chaas dazma /3
2005 lee «J¥N Radall ¢adgully piall Zala 1y ¢ )Y

coyalall cdp el dngdl Sl 3L 4@@‘&‘;‘3?‘0}3\3ch ¢ s Cood Sgazma /D

1998
)1A ¢:\_.ULE.A ;_A.H‘)) 49:1.'\_1“ u}.'\_a_” :973)19\.”3 LI-JLLLL‘ &;'\_43?‘ ‘Q\&:u_:d‘ 2 g—axR J‘)_A /3
‘:\:‘)J..&_‘.u:ﬁ‘ ¢ raladl yesall s ‘U'.'ﬁ):‘&":}]‘ﬁ L:;._\,A.ZJ‘QL.B?‘ ( yguaia (s desea /3

.2006

il 53 )i gnea iVl cilaglall 46E e daaud! le Zadlll &Syl ale 31 @Il sama /s
2104 (a0 50 e (@)lha

i yall Lagill Hls (Sl Sl 20 (( DNA) (6951l (aaladl Lin glgisss cmlls LN/
2014 ;5,151

10

T B L e e e e e 2019 J,‘ a8 pds oudbuadf adat Z.Qa'm [«JEW YR [} K




oyl | AES b b T A o ALY o

elem il alaziwl e Lalll @yl L5 cilgndl ¢ uvest) dema s aeni /s 12
2012 ( usd (ne daels Bgamd) LSS ol ygisns Ul i gyisaty|

ides lyensos Ml ()il @l Lgalse 2 Akl fulewd! 6,3l tuaw g /5 13
2007 cBJ.ALa‘ a.a.nbu 4&}3:..”

“:,_‘\\):J‘QLC'}” Lpday (Jo¥l alod! (LSt clesslall Jgol ¢ euse o] dazma 03> .3 14
2014 55y yaal Bty Hls J ¥l Laglall

2 sl elaiiad ) 2 gyl colS) 2 sl sy sen bt aes i el 3ke /.15
alwlyudl Ldes - dpyall glee daals ol sy Wy i Hlae iwlys «03,Y1 eilall
2003 . igilal

(Bl Lty ¢ Alindl LY Jlma 2 Sigeat¥l Sl L« Salaina 5513 o 225l /7.16

e Blastl ciia,dl Z\Jay\j Sl 550 (gl gqj\):-‘q.u& Ciawdb dgema Ul /‘2 A7
2017 jsiiia yue Gy clasynll g yens 2 50 gmen V1 ALY Ladlu

R E =N I 2N | U I ) - B S Yy W U P RRy-J | Y NS PIVUPEN | S (B SUIAN |

3y Uy iy e 1yl @l pall Slisdl @lEY) (28l g dgema 3pual 19

gy Lue g ol aleman VI iVl alaziil e EALN @Syl (uig o3 dems yoc /320
2004 o jadl iagd! Hs ¥l dadall (A5 Y

S poie Gy (BRI @Sl padl Jlme 20 AV e g Geamll sandie Mall gl ema /5 .21
2004 (s cidgnen IV bl 20Vl g LdgilaN Calgad] Jem S saisld

T Ae mhged Oyl se altf ey ‘Q_A_ul} dezma sun) codbll e desdl due Z9den /s .22

i yall Jlae ¥l yaise gresall ye @ladl 2 GLIN ad,ll Jdotl slaiel aelsal
2003 5.Le 12 — 10 2 sGaill el ol ¢y 9alall g day y ! oy 4 gyusst Y|

2019 J,ia,suﬁ‘ gﬂm' =M|m‘y‘aub“‘w L s g s s g o 36




oyt A (B L T g dupad p| WIS 2D

S

Z_H_A.u) 434')\.5.9 L.ub) £Aj..\;..” EﬁLc R_JJLA}\.«.U (Qj‘);..“ 4uj:|\_~u_” dah Ja> Ja s /J
2013 cBJ.ALa‘ a.a.nbu u:b}]&_}

a.i.al:. 4&5.39..” Z_J.\E ‘sl)jféu ULA.u) ¢:\1A5quj‘ &M‘%Sféd‘ LULA:LC ﬁ&)ﬂ.\.}.ﬂ JLAT/)
1964 . sz

A3 sl caladl ¥l Llme Gy Sl LAY Jlme 205,031 (@l dasls Jole /s
1968

2004 43).&\.2.“ 4&).15_”

(Lol Cagal ls «(Gliady Lean) 2sbimly aiadl slsll 2 55l ¢ e seas all /3
2002 5, aLs1

1992 551 ccds dadan (LSl okl 20 3SLAAN 5yl ooty Sile ¥ ge

UL;.U ‘R_bLE.A Al 4&@‘&@?‘%5}.@\)33 (e J_nzAJj_ti_\_nmg_vﬁﬁ/)
.2007 ‘uwlq\.ca_v_nl} 45}2}_” 3%\&7 wb}]&m

sl Uylie ¢ puall o5lall 2 il slsdl 2 dilel oty csldYl Jsml ¢ udye olasles /5
986 ivyall Liagill Gl ¢l I dadall oo pall ST HSLe

23

24

25

26

27

.28

29

.30

i aleast aleaa ¥ s Lats

A79 oo (108 55 (10 L (aiill Leame pleoai de gane <1959/4/21 (a2 .1
286 o 254 @3, (29, il Leame alioniicsane <1987/1/24 (2x 2
gduin yut /376 350 85302 (3, (,21011/2007/11/20 [z .3

s i /580 11 /12625 @3, al1/2011/12/12 oz .4

sduie it /380 Lt T8T3 3, (alat1/2011/1/13 22y .5

eyl /3 T8 22120090 <5, ,a1211/2012/3/23 2z .6

sduia yue /3 8041t 10901 @3, (alat1/2012/1/11 2z 7

Y A L e e e 2019 J,‘ a8 pds oudbuadf adat Z.Qa'm [«JEW YR [} K




oyl | AES b b T A o ALY o

1003 o 1987 i orin W pslsd | 3las dlxa (857212 03 <15 5u0a3 10

ST RTAC
1. Eoghan casey, digital evidence and computer crime academic press,2000.

2. Henry lee's, Crime Scene, Handhook Academy Press UK 2001 .

U.S. Depatment of Justice Office of Justice Programs national institute of
Justice, Electronic Crime Scene Investigation: AGuide for First Responders,
second Edition, 2001.

4, Michael B. Mukasey, Jeffrey L. Sedgwick, David W. Hagy, Electronic
Crime Scene Investigation: AGuide for first Responders, Second Edition, U.S
Depatment Of Justice Office Of Justice Programs.2001.

5. Ehisa and Philp Andres, Electronic evidence a basic guide for first
responders, Good practice material for CERT first responders/ Ehisa 2014.

6. Director. Sarah V. Hart, U.S. Department of justice office of justice programs
national institute of justice. 2012. (Report).

7. Rick Clyde, Besty Practices for incident reconcilers collecting
electronic evidence, April 2013. Rick Clyde@cwcsecnriby.com.M.(402)709-
6064.

8. Brian carrier,Eugene H.Spafford,Getting physical with digital investigation
process, imternational journal of digital evidence,2003.

9. Good practice guide for computer based electronic evidence, NPL,
ACPO. 2003 .

10. U.S. Master schedule Antiterrorism Assistance office (ATA) identification and
seizure of digital evidence (ISDE). Last modified: December 2010, Module 5:
pre-search considerations, p. 4 of 8.

TP [ PE ARV

20"9 J’iwuﬁ‘ unm' 3“‘:-.‘.3‘7“:"—“04-"344-‘ L s A A s A gty 38




oyt A (B L T g dupad p| WIS 2D

S

1. htitp://www.acpo.police.ule/asp/policies /dabta/919-Computer-

hased.evidence-v3.pdf. accessed 17 may-2006.

2. http://www.wipo.int/pctdb/en/wo.jsp?w0=2006126006

53623 pe Jalaill il ¢ Gyl AoV g el 35000 caladl pa¥1 dypie il ypiiin .3
PRI EN P FEI(FESPNGONIPRY 1)) [ FE P CNIF SO BFEN |

39

LAt AP e AP PP A A F A

www.forensic-labs.psd.gov.jo

2019 39 58S pho geobuad! Sukat! Fegt¥1 Gty ks



http://www.acpo.police.ule/asp/policies/dabta/919-Computer-based.evidence-v3.pdf
http://www.acpo.police.ule/asp/policies/dabta/919-Computer-based.evidence-v3.pdf
http://www.wipo.int/pctdb/en/wo.jsp?wo=2006126006

s et ¥ g 553 3 ALl 3481 Ly 393

P S S S S S S S

gyt Libonio dalam? i e o 3553 B plat! a1 Iy 993
JSiglad) dasue yadi y9lSA
el

(oo ¥ wlan Gle delamn ¥ shentl sLad ae duelainl 3palls Lajlaely Layydl oyl aa!
oan Glo bl casiss JI 6ol il ¥ (Lwladl Glalyull 25 lauall pleme cdbisl a3y
- Jul=illy egall 5,505 J Le 3l Ll g

sy ool ablimdl calal yjudl 20 Jlea¥ly (iiegd) e dlgls 5yialy dumeind) sUlae o o
ool all U (e @gill Bsa> Sle gl dageatd Ha) conenia (a3 (e sl 0l Aoy pandl Ll
Ol 0yl e il ¥ pllas pe g T Y] e Lgabaial Ja c3ss ) 1 sogaadl dgaall
O e Bami i Aumially Gl o 23! dalyud Ll 93 G ¥ glad| e gl sels
¢ Lumaall § i g ope Y L1 Lyl Jolod Bl 128 205 sl V1 el gloadl Ll egall
L9l Il gl e dasyandl

L all Bod il yy Jadied el ¢ ALl ai@Me g Lminll Lol s e @ladl 10 paiay @l g

dide o @A bl sl OF o @Aly gyl bolidly shanl sl Jaus o

Sl g5 Gl adlgall dudd oy as IUS (1o Aoy pmll Lmis degdsy Loy Lbla)l dasyy (ke il
eyt bl Caeny toladl e¥sloadl e woiall 2ial, 0l dul ) caon® Lisyl iuleall ola
bl Bsa> Llax of 28l (e il JI dwlyull gl ualy, Lelan¥ly LosLall Lledly
3ty dumaall 4y aady @ PO Dlaall syeal Jd ore dyysall Bl Corgiad deg |
06 G0 G 5 yall W3l @ yaaly dasyandl Llomial Llemdl Guaoniy , ailin Liglall cilel !
@l 2 ealy) plera¥ly Liliodl alelym ¥y e (a3l 2 Llaaall 3o Alass 50
Gl saclany  dligins ) Gle Joally Lpwdd| dills juuaSy Ay yandl (e il CaBga al il
oaiell Lpaz A1 15N dads y AU LESLAT) 9T Lewdidl 2a3¥1 (o il a3 yuud o101 aule

Ol ey ey padl (e o paill Gngal e Jaally i pualy Lo yntl (o

20"9 J’i wuﬁ‘ gﬂm' adad! m‘u‘aub“m I P L s A A s A gty 40




g 0 Ll e 1 g 553 8 Al 3481 L 393

S

Abstract

Crime has emerged as a social phenomenon with the emergence of social life
on the surface of the earth, and has taken the lead in scientific studies, which led
to the unveiling of some aspects of it and brought it to the circle of
understanding and analysis.

We find that the victim suffered for a long period of marginalization and
neglect in criminal studies. Many attempts to attach importance to the study of
the relationship between the perpetrator and the victim in order to achieve a
better understanding of the origin of criminal behavior. In this context, the
present study attempts to approach the subject of the victim. Domestic and
international level

This science was not limited to the study of the victim and its relationship to
the perpetrator, but also extended to the study of the rights of the victim, both at
the procedural and substantive level.

The approach to lifestyle and routine activity, which shows that the way of
life is closely related to heing a victim of crime by exposing himself to situations
that lead to this process, also the present study has presented many attempts to
classify the victims of crime and legal and social protection. Concerning the
protection of the rights of victims of crime, the justice agencies must respond
promptly to the victim's communication and take legal action. To ensure the
protection of victims of crime and their families and to remove the damage
inflicted upon them immediately, and to ensure the right of victims to stand on
the conduct of criminal proceedings and to hear their opinion in the proceedings,
and to respect the position of the victim of the crime and to assess his
psychological condition and work to raise morale, and to help the victim and his
family to get out of the psychological crisis or distress Financial, preserve the
personal secrets of the victim of the crime and his family, and work to
compensate the victim of the crime in accordance with the law.
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Alternatives to Community Reform

"Alternative penalties in Jordanian Legislation"

Abstract

The study aimed to identify the concept of alternative penalties introduced by
the Jordanian legislator and whether these alternatives are a punishment in the
legal and traditional sense and indicate the types of alternative penalties, And
the extent of their adequacy or lack of deficiencies, as well as the possibility of
the application of alternative penalties in practice in an attempt to resolve the
practical and legal problems raised by the subject, and the problem of the study
in the penalties did not achieve the objectives for which it was set within the
concept of punitive policy and therefore was searched Alternatives of Community
Reform "Alternative Penalties in Jordanian Legislation” Highlights the
importance of the study as it sheds light on the suitability of these alternatives
and the extent of their applicability within the available legislative and
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administrative possibilities. The traditional concept of punishment, which
includes the status of the convicted inside the correctional and rehabilitation
centers, but the concept has hecome more humane, it can be implemented
outside the walls of the prison through alternative penalties.
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The Reality Of The Process Of Identifying Training Needs In The Public Security
Directorate From The Point Of View Of Leaders And Directors

Abstract

This study aims at recognizing the reality of the process of identifying the
training needs in the Public Security Directorate from the leaders and directors
point of view . The researcher used the analytical description method where the
study society consisted of (114) of the leaders and directors of public security
departments and units of the year (2019). A (50) sample were randomly pulled
out of the study population . (SPSS) was used to conduct statistical analysis to
find the value of means averages and standard deviations. The study concluded a
number of results, the most important of which are: The response to the support
from senior administration for the process of identifying training needs was
high. The response about existing a system for identifying training needs was
high . The response about the levels of training needs (organization, function,
individual) was high. The responses to whom is responsible about the training
needs identification process were medium. The responses to the methods of
identifying training needs were medium. The responses to the constraints of the
identification of training needs were medium .

The researcher recommended in his study a set of recommendations, including:
keeping the level of support for the senior administration in the Directorate of
Public Security to identify the training needs of the various units and
departments and to motivate the staff and specialists by identifying those needs
at different levels of management by raising the level of coordination among
them and urging the workers and motivating them to declare the lack of
experience and training skills, And lecturing them about the importance of
training and refining their skills in improving the performance of their work and
the rapidity of Implementation and increasing the use of different methods in
determining and analyzing training needs such as : Employee performance
evaluation results, evaluation results of previous training courses, career track
for employees, the rate of leaving employees to work in the directorate of public
security, absence rate without any reason and absence statistics due to illness.

Key Words: Training Needs, Training Needs Analysis, Training Needs
Identifications, Organization's Analysis, Job's Analysis, Employee's Analysis .
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Abstract

The role of community policing in promoting community awareness and
prevention of rumor.

The study aimed to identify the role of community police in promoting
community awareness and prevention of rumor.

In order to achieve the objectives of the study was used descriptive analytical
approach as a treatment approach to identify the basic aspects of the study, and
to provide contemporary and ancient applications in the context of these
scientific foundations.

The study reached a number of results, the most important of which were:

The community police have contributed to the creation of a safe environment in
the areas, and contributed to the optimal application of the law, in addition to
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the community police contributed to the realization of the principle of effective
partnership with citizens and the prevention of rumors, as well as the role of
community police in promoting community awareness and prevention of rumor.

The study submitted a number of recommendations, including: The need to
increase the contribution of community police to achieve the elements of social
security through increased awareness programs and educational lectures, and
the provision of humanitarian assistance in addition to building bridges of trust
with citizens to reduce the gap between them and the police in order to uncover
the facts and fight rumors.
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“ Attitudes of Jordanian university students towards the role of security,
educational, social, cultural and religious awareness institutions in crime

prevention™ field study"

Abstract

The study aims at identifying the attitudes of Jordanian university students
towards the role of security, educational, social, cultural and religious
awareness institutions in crime prevention. To achieve this goal, a questionnaire
was distributed to a sample of 590 students from Jordanian universities (Mutah,
Al-Hussein, The study has reached a number of results, the most important of
which are: There is a role for security, educational, social, cultural and religious
awareness institutions in the prevention of crime from the point of view of the
study sample. The results of the study indicate that the attitudes of the study
sample towards the role of security, educational, social, cultural and religious

awareness institutions in the prevention of crime were positive.

The results of the study indicate that there are no statistically significant
differences in the attitudes of the study sample towards the role of security,
educational, social, cultural and religious awareness institutions in the
prevention of crime due to the variable (gender). The presence of statistically
significant differences in the attitudes of the study sample towards the role of
security, educational, social, cultural and religious awareness institutions in the
prevention of crime due to variable (level of household income). The study
recommended a number of recommendations, the most important of which are:
Activate the role of security awareness institutions and educational, social and
religious institutions in the prevention of crime from the curriculum with the
exploitation of various materials and extracurricular activities and trips and
seminars and awareness programs and guidance in security awareness. And
Raise awareness through educational institutions among students of schools and
universities and prepare them educationally to participate and cooperate with
security men in the prevention and control of the spread of crimes in the
community.

Key words: Attitude, security awareness, crime.
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